
This is a dated observation of publicly visible information. It is not a security audit within the meaning of the Estonian

Cybersecurity Act, and not a penetration test. We do not log in, submit forms or attempt to bypass any protection.

Technical evidence index · oej.ee

Developer handoff and evidence reference. The complete redacted evidence JSON is a separate

primary download; original signed bytes remain private and unchanged. No evidence is embedded as

a PDF attachment.

Findings · Coverage · URLs and evidence · Limitations · Provenance

Observation interval

2026-10-27T00:10:05.775317Z — 2026-10-27T00:10:16.457827Z

Signed collection status

complete

Sampling

completed: 16; partial: 8; not_implemented: 3; blocked_authorization: 2

Method version: oej-security-check-2026-10-26 (rules public-security-v2, 29 checks; DMARC RFC

9989, May 2026).

Why 5 checks are not assessed: 2 need separately agreed and authorised testing; 3 are not in this

version yet. Not assessed is not evidence of danger or safety. “No findings” covers 23 checks, 8 of

them partly done or inventory-only; it does not mean 23 security checks passed.

Contents: finding cards

P1: review first; P2: review next; P3: planned configuration review; informational: optional. Priority is

not proof of exploitability. Timing and site-specific effort require business and implementation

context.

A1 · Email spoofing policy (DMARC) · Needs review · Mail administrator with DNS administrator · P3
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Finding cards

A1 · Email spoofing policy (DMARC)

mail.dmarc · Mail administrator with DNS administrator · P3

Message fails the DMARC check Published policy

p=none

Domain does not request quarantine

or rejection

Explanatory diagram, not a tested message journey. The receiver may apply its own security rules.

What we found: Published policy (TXT record _dmarc.oej.ee): none (p=none). Report address (rua):

mailto:rua@dmarc.brevo.com.

What it means: Your DMARC rule is in monitoring mode only (p=none). It does not ask mailboxes to hold

back email that fails the check, even when it shows your address as the sender. We did not test spoofing.

Why fix it: If someone sends email that shows your address as the sender, your domain does not ask

mailboxes to hold it back. Such a message could reach a customer and damage trust in you. A stricter rule

asks mailboxes to set such email aside.

What to do: Ask your email administrator to confirm who can open the DMARC reports (which provider or

account receives them) and to read them for a few weeks, until every real sending service passes SPF or DKIM

for the same domain as the visible From address. Then tighten the rule: the next step is p=quarantine. Decide

with your email administrator whether to go on to p=reject: it fits only when every real sending service signs

with DKIM and mail passing through mailing lists or forwarding would not bounce because of it.

What it means for you: This rule tells receiving mail services how to handle messages that fail the domain

checks. It does not prove that anyone has forged your email.

Bounded consequence: With p=none, receiving servers are not asked to quarantine or reject mail that fails

DMARC (only to send reports), so this policy does not stop mail forged with this domain in the From: address.

Spoofing and delivery were not tested.

What to do: Stage the change with the mail provider: 1) keep p=none and read the aggregate reports for 2–

4 weeks until every legitimate sending service passes SPF or DKIM for the same domain as the visible From

address (alignment); first confirm who can open the reports at the rua address and which provider or account

receives them; 2) change the policy to p=quarantine; 3) then choose the final policy with the mail

administrator. p=reject is an option, not a required end point: choose it with the mail administrator only if

every legitimate sending service signs with aligned DKIM (SPF alone is not enough), no mailing-list or

forwarding flows would break, and the reports have been reviewed; otherwise stay at p=quarantine.

Target setting: Next record: v=DMARC1; p=quarantine; rua=mailto:rua@dmarc.brevo.com. Keep any other

tags you already use. p=reject is an option, not a required end point: choose it with the mail administrator

only if every legitimate sending service signs with aligned DKIM (SPF alone is not enough), no mailing-list or

forwarding flows would break, and the reports have been reviewed; otherwise stay at p=quarantine.

General time guidance, not measured for this site: About 30 minutes with the mail provider or DNS

administrator for each DNS change, then 2–4 weeks of reading reports before each tightening step (about 2–4

weeks to reach p=quarantine; a later move to p=reject, if chosen, takes longer). Who: whoever manages DNS

for oej.ee, with the mail provider.

How to verify the fix: Look up the TXT record at _dmarc.oej.ee again: exactly one v=DMARC1 record with

p=quarantine or p=reject and without t=y. While the policy is still p=none, this check does not pass.

Separately, the report address (rua): a valid rua address is OEJ's monitoring suggestion, not a protocol

requirement, and a published address does not show that reports arrive or that someone reads them. This

DNS check confirms the published policy, not that your real email passes authentication.

Priority rationale: Measured: the published DMARC policy is p=none, so mailboxes are not asked to hold

back email that fails DMARC. Moving to p=quarantine is recommended because only an enforcing policy asks

them to; whether to go on to p=reject is a decision for the mail administrator. Spoofing and real mail delivery

were not tested. Tightening before every real sending service passes can send your own email to spam or get

it rejected, so read the reports first. Priority is not an exploitability rating.

Observed value (compact; the full value is in the evidence JSON): v=DMARC1; p=none;

rua=mailto:rua@dmarc.brevo.com

Affected addresses: _dmarc.oej.ee TXT

Observation time: 2026-10-27T00:10:05.775317Z · 2026-10-27T00:10:16.457827Z

Evidence IDs: dns-0009

JSON pointer: /coverage/1
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Security collection policy and accounting

Policy identifier

standing-public-security-r1-v4

Limits

target_requests_max: 40; scan_seconds_max: 90; scan_bytes_max: 10485760; response_bytes_max:

2097152; per_host_rate_per_s: 1; per_host_concurrency: 1; browser_loads_max: 0

Used

browser_loads: 0; bytes_total: 139046; resolver_queries: 22; seconds: 10; target_requests: 11

Combined HTTP and DNS operations

33

Complete policy reference, capability annotations and source hashes appear once in Provenance below. This

reference is not a historical runtime configuration snapshot.

The retained consent crawl_profile is historical admission metadata for the Marketing selector, not

the Security budget. Its resolver maximum of 8 does not govern this security collection. The bound

security policy uses the combined HTTP/DNS request ceiling above.

Coverage by check

check_id Coverage Assessment / JSON pointer

mail.spf Bounded check completed Observed declaration · /coverage/0

mail.dmarc Bounded check completed Needs review · /coverage/1

mail.dkim Bounded check completed Observed declaration · /coverage/2

dns.caa Bounded check completed Observed declaration · /coverage/3

dns.dnssec Partial Observed declaration · /coverage/4

tls.certificate Bounded check completed Observed declaration · /coverage/5

tls.protocol_versions Partial Observed declaration · /coverage/6

http.https_redirect Bounded check completed Observed declaration · /coverage/7

headers.hsts Bounded check completed Observed declaration · /coverage/8

headers.csp Partial Observed declaration · /coverage/9

headers.frame_protection Bounded check completed Observed declaration · /coverage/10

headers.nosniff Bounded check completed Observed declaration · /coverage/11

headers.referrer_policy Bounded check completed Observed declaration · /coverage/12

headers.permissions_policy Bounded check completed Observed declaration · /coverage/13

headers.cors Bounded check completed Observed declaration · /coverage/14

security.security_txt Bounded check completed Observed declaration · /coverage/15

headers.server_disclosure Bounded check completed Observed declaration · /coverage/16

privacy.preconsent Not implemented Not assessed · /coverage/17

exposure.sensitive_files needs separately agreed and

authorised testing

Not assessed · /coverage/18

exposure.js_secrets Partial Observed declaration · /coverage/19

exposure.source_maps Partial Observed declaration · /coverage/20

brand.lookalike_domains Not implemented Not assessed · /coverage/21
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check_id Coverage Assessment / JSON pointer

infra.ct_subdomains Not implemented Not assessed · /coverage/22

mail.mta_sts Bounded check completed Observed declaration · /coverage/23

mail.tls_rpt Bounded check completed Observed declaration · /coverage/24

web.third_party_script_inventory Partial Observed declaration · /coverage/25

web.js_library_versions Partial Observed declaration · /coverage/26

auth.login_surface Partial Observed declaration · /coverage/27

app.injection_and_access_control needs separately agreed and

authorised testing

Not assessed · /coverage/28

Evidence per check

One row per check: execution, assessment completeness, outcome, observed value, target, evidence IDs,

observation time, rule, rule version and limitations. Credential and CSP nonce values are redacted. Long values

are shortened; the complete value is in the matching JSON file.

Check and outcome Observed value and evidence

HTTPS certificate

tls.certificate

Area: Connection & certificate

No findings

Completeness: Complete

Execution: Completed

Observed value: CN=oej.ee · issuer CN=WE1,O=Google Trust Services,C=US · 2026-

10-01T00:14:26+00:00 – 2026-12-30T01:14:21+00:00 · TLSv1.3 · sha256

883b53af033076e55d3d325628926589a26550460db45b931f4bcf68dac2ed28

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: successful verified TLS connection only; revocation/CT/all protocols not assessed

Rule version: public-security-v2 / local-passive-v1

Limitations: —

Encrypted connection versions

tls.protocol_versions

Area: Connection & certificate

No findings

Completeness: Partial

Execution: Partly completed

Observed value: TLSv1.2 negotiated · TLSv1.3 negotiated

Target: https://oej.ee/

Evidence: http-0020, http-0021

Observed: 2026-10-27 00:10:12–00:10:14 UTC

Rule: TLS 1.2 and TLS 1.3 separately constrained offers; generic errors are

inconclusive, not unsupported. TLS 1.0/1.1 remain authorization-gated.

Rule version: public-security-v2

Limitations: Not a full protocol/cipher inventory; no claim of TLS 1.0/1.1 rejection.

Automatic HTTPS redirect

http.https_redirect

Area: Connection & certificate

No findings

Completeness: Complete

Execution: Completed

Observed value: 301 → https://oej.ee/ · https_destination_observed: true

Target: http://oej.ee/, https://oej.ee/

Evidence: http-0006, http-0004

Observed: 2026-10-27 00:10:06–00:10:08 UTC

Rule: First HTTP root redirect and exact HTTPS destination evidence only; nothing is

claimed about other paths or hosts.

Rule version: public-security-v2

Limitations: —

HTTPS-only browser instruction

headers.hsts

Area: Connection & certificate

No findings

Completeness: Complete

Execution: Completed

Observed value: max-age=15768000; includeSubDomains

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Bounded captured header declaration assessment: declared; not browser

effectiveness.

Rule version: captured-header-policy-v2 / local-passive-v1

Limitations: —

Certificate issuance rules (CAA)

dns.caa

Area: Connection & certificate

No findings

Completeness: Complete

Execution: Completed

Observed value: properties: — · queried_names: oej.ee, ee · walk_stop:

tld_reached_no_rrset

Target: oej.ee CAA, ee CAA

Evidence: dns-0010, dns-0016

Observed: 2026-10-27 00:10:10 UTC

Rule: Bounded CAA alias/ancestor discovery; no certificate-issuer compliance claim.

Absence of CAA alone is not a vulnerability.

Rule version: public-security-v2

Limitations: CAA account/validation-method parameters and actual certificate

issuance authorization are not evaluated.
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Check and outcome Observed value and evidence

Allowed email senders (SPF)

mail.spf

Area: Email spoofing protection

No findings

Completeness: Complete

Execution: Completed

Observed value: oej.ee: v=spf1 include:_spf.mx.cloudflare.net ~all ·

_spf.mx.cloudflare.net: v=spf1 ip4:104.30.0.0/19 ip6:2405:8100:c000::/38 ~all

Target: oej.ee TXT, _spf.mx.cloudflare.net TXT

Evidence: dns-0008, dns-0017

Observed: 2026-10-27 00:10:10–00:10:11 UTC

Rule: Bounded SPF syntax, all-ending and include/redirect inventory, not an SPF

sender-result evaluator.

Rule version: public-security-v2

Limitations: No a/mx/ptr/exists expansion, macros, sender IP evaluation or void-lookup

accounting.

Email signing key (DKIM)

mail.dkim

Area: Email spoofing protection

No findings

Completeness: Complete

Execution: Completed

Observed value: brevo1: rsa 2048 bit · brevo2: rsa 2048 bit

Target: brevo1._domainkey.oej.ee TXT, brevo2._domainkey.oej.ee TXT

Evidence: dns-0026, dns-0027

Observed: 2026-10-27 00:10:15 UTC

Rule: Looked up 8 selector names that mail providers commonly use; keys found

under 2 of them; not a signed-message validation or a complete selector inventory.

Rule version: public-security-v2

Limitations: —

Email spoofing policy (DMARC)

mail.dmarc

Area: Email spoofing protection

Needs review

Completeness: Complete

Execution: Completed

Observed value: v=DMARC1; p=none; rua=mailto:rua@dmarc.brevo.com

Target: _dmarc.oej.ee TXT

Evidence: dns-0009

Observed: 2026-10-27 00:10:10 UTC

Rule: Published DMARC syntax and policy intent only; not message authentication,

reporting delivery or sender alignment.

Rule version: public-security-v2

Limitations: No organizational-domain tree walk or external report authorization.

Inbound email encryption policy (MTA-

STS)

mail.mta_sts

Area: Email spoofing protection

No findings

Completeness: Complete

Execution: Completed

Observed value: v=STSv1; id=2026102301 · policy: version=STSv1; mode=testing;

mx=*.mx.cloudflare.net; max_age=86400

Target: _mta-sts.oej.ee TXT, https://mta-sts.oej.ee/.well-known/mta-sts.txt

Evidence: dns-0014, http-0025

Observed: 2026-10-27 00:10:10–00:10:15 UTC

Rule: MTA-STS advertisement and, when reachable, named HTTPS policy syntax. SMTP

transport is not tested.

Rule version: public-security-v2

Limitations: No SMTP probe, MX-host TLS validation or policy cache/freshness test.

Missing optional policy is not proof of insecure mail.

Email connection failure reports (TLS-

RPT)

mail.tls_rpt

Area: Email spoofing protection

No findings

Completeness: Complete

Execution: Completed

Observed value: v=TLSRPTv1; rua=mailto:info@oej.ee

Target: _smtp._tls.oej.ee TXT

Evidence: dns-0015

Observed: 2026-10-27 00:10:10 UTC

Rule: Published TLS-RPT syntax/report destination only; no report-delivery verification

or SMTP/TLS transport validation.

Rule version: public-security-v2

Limitations: No SMTP/TLS transport test or report-delivery verification.

Script loading and framing policy

headers.csp

Area: Browser security settings

No findings

Completeness: Partial

Execution: Partly completed

Observed value: HTTP: frame-ancestors 'none'; object-src 'none'; base-uri

'self' · meta: connect-src 'self' https://cloudflareinsights.com

https://www.google-analytics.com https://region1.google-analytics.com;

script-src 'self' https://static.cloudflareinsights.com

https://www.googletagmanager.c… (+1757 characters, full value in JSON)

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: HTTP and static meta CSP inventory with a bounded joint keyword rule (unsafe-

inline without nonce or hash, unsafe-eval, wildcard or scheme-only script sources);

execution, hash/nonce correctness and other directives not evaluated.

Rule version: public-security-v2

Limitations: —

Framing protection header

headers.frame_protection

Area: Browser security settings

No findings

Completeness: Complete

Execution: Completed

Observed value: frame-ancestors 'none' · X-Frame-Options: DENY

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Header-delivered frame-ancestors or X-Frame-Options on the sampled root

response only; allowlist values are not graded.

Rule version: public-security-v2

Limitations: —
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Check and outcome Observed value and evidence

Content type protection (nosniff)

headers.nosniff

Area: Browser security settings

No findings

Completeness: Complete

Execution: Completed

Observed value: nosniff

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: literal single nosniff token check

Rule version: public-security-v2 / local-passive-v1

Limitations: —

Referrer information sharing

headers.referrer_policy

Area: Browser security settings

No findings

Completeness: Complete

Execution: Completed

Observed value: strict-origin-when-cross-origin

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Bounded captured header declaration assessment: declared; not browser

effectiveness.

Rule version: captured-header-policy-v2 / local-passive-v1

Limitations: —

Browser feature permissions

headers.permissions_policy

Area: Browser security settings

No findings

Completeness: Complete

Execution: Completed

Observed value: camera=(), microphone=(), geolocation=(), payment=(), usb=()

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: literal_header_values_only; not a policy effectiveness assessment

Rule version: public-security-v2 / local-passive-v1

Limitations: —

Cross-origin access header (CORS)

headers.cors

Area: Browser security settings

No findings

Completeness: Complete

Execution: Completed

Observed value: *

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: literal_header_values_only; not a policy effectiveness assessment

Rule version: public-security-v2 / local-passive-v1

Limitations: —

Security contact (security.txt)

security.security_txt

Area: Public information & contact

No findings

Completeness: Complete

Execution: Completed

Observed value: HTTP 200 · usable_candidate · Contact: mailto:info@oej.ee ·

Expires: 2027-04-22T00:00:00Z

Target: https://oej.ee/.well-known/security.txt

Evidence: http-0007

Observed: 2026-10-27 00:10:08–00:10:10 UTC

Rule: Captured security.txt local usability subset: usable_candidate; not full RFC

conformance or verified contact reachability.

Rule version: captured-evidence-depth-v1 / public-security-v2

Limitations: —

Public server software identification

headers.server_disclosure

Area: Public information & contact

No findings

Completeness: Complete

Execution: Completed

Observed value: cloudflare

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: literal_header_values_only; not a policy effectiveness assessment

Rule version: public-security-v2 / local-passive-v1

Limitations: —

DNS authenticity protection (DNSSEC)

dns.dnssec

Area: Public information & contact

No findings

Completeness: Partial

Execution: Partly completed

Observed value: r1 DNSKEY NOERROR AD=1 records=2 · r1 DS NOERROR AD=1

records=1 · r2 DNSKEY NOERROR AD=1 records=2

Target: oej.ee DNSKEY, oej.ee DS

Evidence: dns-0011, dns-0012, dns-0013

Observed: 2026-10-27 00:10:10 UTC

Rule: DNSSEC evidence signals, not independent DNSKEY/DS/RRSIG validation or proof

that the whole zone is validly signed.

Rule version: public-security-v2

Limitations: AD absent does not prove unsigned or bogus. No local trust-anchor

validation or signed denial verification.
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Check and outcome Observed value and evidence

Credential pattern signals in public

code

exposure.js_secrets

Area: Public code

No findings

Completeness: Partial

Execution: Partly completed

Observed value: rule_version: public-secret-classification-r1;

sampled_inline_scripts: 5; linked_javascript: enabled: true;

declared_eligible: 2; sampled: 2; rejected_responses: 0; not_sampled: 0;

unavailable: 0; failure_events: 0; reason_count_basis: events, not disjoint

URL totals; sampled + u… (+531 characters, full value in JSON)

Target: https://oej.ee/,

https://oej.ee/_astro/IdeaWorkbench.astro_astro_type_script_index_0_lang.DdPThlp-.js,

https://oej.ee/_astro/AnalyticsConsent.astro_astro_type_script_index_0_lang.DSYjFr1A.j

s

Evidence: http-0004, http-0018, http-0019

Observed: 2026-10-27 00:10:06–00:10:12 UTC

Rule: Credential-shaped secret signals in captured public code, not proof of a working

credential. Public browser keys, unclassified JWTs and AWS identifiers alone are not

secret findings.

Rule version: public-secret-classification-r1

Limitations: —

Public source maps

exposure.source_maps

Area: Public code

No findings

Completeness: Partial

Execution: Partly completed

Observed value: declaration_count: 0; sampled_inline_scripts: 7; fetches: 0;

availability: unknown_not_fetched; linkage_validation:

not_performed_text_signals_only; external_javascript: not_fetched; truncated:

false

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Static source-map header/inline annotation-like text discovery only. Map

availability and source exposure are unknown; no assets guessed or fetched.

Rule version: static-public-surface-v1

Limitations: No JavaScript lexical/linkage validation, external JavaScript or source-map

fetch. Text inside a string may resemble an annotation. Map declarations are not

vulnerabilities.

Scripts declared by the page

web.third_party_script_inventory

Area: Public code

No findings

Completeness: Inventory only

Execution: Partly completed

Observed value: rule_version: captured-evidence-depth-v1; scripts: url:

https://oej.ee/_astro/IdeaWorkbench.astro_astro_type_script_index_0_lang.DdPT

hlp-.js; external_origin: false; integrity_attribute_present: false; type:

module, url: https://oej.ee/_astro/AnalyticsConsent.astro_astro_type_scr…

(+993 characters, full value in JSON)

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Static script elements in the sampled root HTML only; no network execution or

whole-site inventory.

Rule version: captured-evidence-depth-v1

Limitations: Dynamic imports, consent-state requests, workers, iframes and browser-

injected scripts were not measured.

Declared JavaScript library versions

web.js_library_versions

Area: Public code

No findings

Completeness: Inventory only

Execution: Partly completed

Observed value: source: script URL declarations only; cve_assessment:

not_performed

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Declared library/version signals only; no signals does not establish no libraries.

No CVE verdict from a version string.

Rule version: public-security-v2

Limitations: —

Login and authentication surface

auth.login_surface

Area: Public code

No findings

Completeness: Partial

Execution: Partly completed

Observed value: external_login_link_count: 0; sampled_anchors: 48;

sampled_forms: 1; requests_sent: 0; authentication_test: not_performed;

runtime_injected_surfaces: not_observed; truncated: false

Target: https://oej.ee/

Evidence: http-0004

Observed: 2026-10-27 00:10:06–00:10:07 UTC

Rule: Static sampled-root same-site sign-in link and password-form inventory only. No

destination fetched, form submitted or authentication tested.

Rule version: static-public-surface-v1

Limitations: No account, session, MFA, authorization or runtime login assessment. No

signal is not proof of no login surface.
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Check and outcome Observed value and evidence

Behavior before consent

privacy.preconsent

Area: Not assessed in this version

Not assessed

Completeness: Not assessed

Execution: Not in this version

Observed value: no recorded value

Target: —

Evidence: —

Observed: —

Rule: Browser pre-consent behavior not implemented. Static HTML and Set-Cookie

cannot establish consent compliance.

Rule version: public-security-v2 / unsupported

Limitations: —

Sensitive file exposure

exposure.sensitive_files

Area: Not assessed in this version

Not assessed

Completeness: Not assessed

Execution: needs separately agreed and

authorised testing

Observed value: no recorded value

Target: —

Evidence: —

Observed: —

Rule: Sensitive-path probes are forbidden by the public-passive policy and are not

implemented in this increment. No ownership proof was inferred.

Rule version: public-security-v2 / unsupported

Limitations: —

Application access control and

injection

app.injection_and_access_control

Area: Not assessed in this version

Not assessed

Completeness: Not assessed

Execution: needs separately agreed and

authorised testing

Observed value: no recorded value

Target: —

Evidence: —

Observed: —

Rule: Application injection/access-control testing is not implemented and is not

authorized by this passive policy. No forms, login, exploit payloads or state changes.

Rule version: public-security-v2 / unsupported

Limitations: —

Lookalike domains

brand.lookalike_domains

Area: Not assessed in this version

Not assessed

Completeness: Not assessed

Execution: Not in this version

Observed value: no recorded value

Target: —

Evidence: —

Observed: —

Rule: No implementation in this bounded public-security increment; development is

missing.

Rule version: public-security-v2 / unsupported

Limitations: —

Certificate transparency discovery

infra.ct_subdomains

Area: Not assessed in this version

Not assessed

Completeness: Not assessed

Execution: Not in this version

Observed value: no recorded value

Target: —

Evidence: —

Observed: —

Rule: No implementation in this bounded public-security increment; development is

missing.

Rule version: public-security-v2 / unsupported

Limitations: —

Rule reasons and limitations are editorial explanations. Captured values and identifiers are unchanged; the

complete original rule text and structure remain in the matching JSON.

CSP /coverage/9/value/http_policies/0

frame-ancestors 'none'; object-src 'none'; base-uri 'self'
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CSP /coverage/9/value/meta_policies/0

connect-src 'self' https://cloudflareinsights.com https://www.google-analytics.com

https://region1.google-analytics.com; script-src 'self' https://static.cloudflareinsights.com

https://www.googletagmanager.com/gtag/js 'sha256-

7yOlxux4P79h9bmrINA2q3SKHVFFJHHZqojVCTvU68A=' 'sha256-

iIfnpd34LMfPGmsmZhXayxnLzbir1X2WW97FAVh+mEQ=' 'sha256-

4PDrx4iA0SxbBVnY6vM2OMBtHD2tvOod6mJaP7OK6SY=' 'sha256-

hokX17M0B2HZwGvqaYvATVFWJMwcgOeT1YU4kJyIHMc=' 'sha256-

cCiZ7gQctS0elGjkML/GtQGz9Ch+ZJLNlcfJWbvX4Xc=' 'sha256-

tbXmk9zRqqVMJYTeNeVar+uBwwhQyVRBcXMIkIjyetA=' 'sha256-

eEjeDB1dV13SHQyGCKlYPzL8gYeKt+evUASeYnv39TA=' 'sha256-

beqdNkwDuoys9m+ZgqLtaIV7oWd05ZhmE6JxOiPciP8=' 'sha256-

lpUrULe2M21hYeYyttpzmeBuN2xQbiLQfkZspn0VpLE=' 'sha256-

BF0290pkb3jxQsE7z00xR8Imp8X34FLC88L0lkMnrGw=' 'sha256-

QzWFZi+FLIx23tnm9SBU4aEgx4x8DsuASP07mfqol/c=' 'sha256-

0chmwFk0zaA528yFfGV7J9ppIpdfTPPULncDF3WG7Zs=' 'sha256-

eIXWvAmxkr251LJZkjniEK5LcPF3NkapbJepohwYRIc=' 'sha256-

Q2BPg90ZMplYY+FSdApNErhpWafg2hcRRbndmvxuL/Q='; style-src 'self' 'sha256-

4zDssDQEE59rQWW3SFnIMt1gXXpCT1JiAQVCM0AlIO8=' 'sha256-

rc96bVD1+m+I0kmitHcMLkXX9PWkXQfmgGKpVGdrX1g=' 'sha256-

O76MobHzyCFsxujfw3yUifwkJwjtb3kscwZuF9JsMtk=' 'sha256-

KwLkAWnhl1WpS/22A+yqFqS8y847Ph/bB+BNz3rJsC0=' 'sha256-

pAZK0k7jZt7/bjkU23IHHHOiOdjVt375G5jmhishpEE=' 'sha256-

fp4/lVGyLPKAgr51z45Y87xOuSLvakdCxuNDIoyj9SY=' 'sha256-

d9B/GvnxmurN63pzhVkwty819HgqHTDM0Y5jxLtnruY=' 'sha256-

X+VqDw+uS/0VbHWiFz0ki9YWjx8o/4N6xTZTo3v1oNU=' 'sha256-

RuASKt2o1vMrsqR5SI6mvqhPLF3j/EMVpuQTVZdRseE=' 'sha256-

7yXLlaJ3DeYab1pXJG6HGGMRmHS4YQO58o3Jma7hRVI=' 'sha256-

dBKkmsC3mqVwITdlsGZOJlLQJinC3rtadASwNiKp8XU=' 'sha256-

91iO8FXmgonJlsLTC2kX4wJ7Z0OVAzuDJwaJnwBUsnY=' 'sha256-

PM0wDHa0Mf0Zy/Q+FUr/8d+le2wk6JDGACBYNyE//lQ=' 'sha256-

dyICEnzr6xA7LAui9HeGz5Kyf0PlWQmBLh1FqazZmJc=' 'sha256-

gKSrgR7Ra96NGzrc4XlSM5KPvW6iP+hZrm7s4J7zjiM=' 'sha256-

MNmFE1K9MA7rFe8hKHjgIilO76K2PwHXJPcP2qgDJRw=' 'sha256-

47DEQpj8HBSa+/TImW+5JCeuQeRkm5NMpJWZG3hSuFU=' 'sha256-

lmxgdmZP9BAlwAdGgJbyiqwRJmEtwDME6PEunnT/tVo=';

Complete captured page and evidence index

Blob IDs below resolve to the full original SHA-256 inventory. Repeated blobs are listed once, not

omitted. Record/hash references remain in the redacted report JSON; complete Merkle proofs remain

in the private unchanged signed capture.

URL / DNS name ID HTTP / blob IDs

oej.ee A dns-0001 /evidence/0 · · wire: B0049

oej.ee AAAA dns-0002 /evidence/1 · · wire: B0032

https://oej.ee/robots.txt http-0003 /evidence/2 · 200 · body: B0001;

certificate_der: B0028; request_head: B0027;

response_head: B0020

https://oej.ee/ http-0004 /evidence/3 · 200 · body: B0015;

certificate_der: B0028; request_head: B0018;

response_head: B0024

http://oej.ee/robots.txt http-0005 /evidence/4 · 301 · body: B0010;

request_head: B0027; response_head: B0006
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URL / DNS name ID HTTP / blob IDs

http://oej.ee/ http-0006 /evidence/5 · 301 · body: B0010;

request_head: B0018; response_head: B0050

https://oej.ee/.well-known/security.txt http-0007 /evidence/6 · 200 · body: B0023;

certificate_der: B0028; request_head: B0008;

response_head: B0004

oej.ee TXT dns-0008 /evidence/7 · · wire: B0044

_dmarc.oej.ee TXT dns-0009 /evidence/8 · · wire: B0002

oej.ee CAA dns-0010 /evidence/9 · · wire: B0048

oej.ee DNSKEY dns-0011 /evidence/10 · · wire: B0007

oej.ee DS dns-0012 /evidence/11 · · wire: B0016

oej.ee DNSKEY dns-0013 /evidence/12 · · wire: B0025

_mta-sts.oej.ee TXT dns-0014 /evidence/13 · · wire: B0037

_smtp._tls.oej.ee TXT dns-0015 /evidence/14 · · wire: B0035

ee CAA dns-0016 /evidence/15 · · wire: B0003

_spf.mx.cloudflare.net TXT dns-0017 /evidence/16 · · wire: B0039

https://oej.ee/_astro/IdeaWorkbench.astro_astro_ty

pe_script_index_0_lang.DdPThlp-.js

http-0018 /evidence/17 · 200 · body: B0012;

certificate_der: B0028; request_head: B0034;

response_head: B0046

https://oej.ee/_astro/AnalyticsConsent.astro_astro_t

ype_script_index_0_lang.DSYjFr1A.js

http-0019 /evidence/18 · 200 · body: B0038;

certificate_der: B0028; request_head: B0019;

response_head: B0026

https://oej.ee/ http-0020 /evidence/19 · 200 · body: B0033;

certificate_der: B0028; request_head: B0018;

response_head: B0014

https://oej.ee/ http-0021 /evidence/20 · 200 · body: B0047;

certificate_der: B0028; request_head: B0018;

response_head: B0011

mta-sts.oej.ee A dns-0022 /evidence/21 · · wire: B0041

mta-sts.oej.ee AAAA dns-0023 /evidence/22 · · wire: B0051

https://mta-sts.oej.ee/robots.txt http-0024 /evidence/23 · 404 · body: B0022;

certificate_der: B0042; request_head: B0036;

response_head: B0040

https://mta-sts.oej.ee/.well-known/mta-sts.txt http-0025 /evidence/24 · 200 · body: B0013;

certificate_der: B0042; request_head: B0017;

response_head: B0052

brevo1._domainkey.oej.ee TXT dns-0026 /evidence/25 · · wire: B0030

brevo2._domainkey.oej.ee TXT dns-0027 /evidence/26 · · wire: B0045

google._domainkey.oej.ee TXT dns-0028 /evidence/27 · · wire: B0005

selector1._domainkey.oej.ee TXT dns-0029 /evidence/28 · · wire: B0029

selector2._domainkey.oej.ee TXT dns-0030 /evidence/29 · · wire: B0021

default._domainkey.oej.ee TXT dns-0031 /evidence/30 · · wire: B0009

k1._domainkey.oej.ee TXT dns-0032 /evidence/31 · · wire: B0043

s1._domainkey.oej.ee TXT dns-0033 /evidence/32 · · wire: B0031
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Complete original blob hash inventory

ID SHA-256 Bytes

B0001 0add85621aa3660f4cfa6dacf35e58dff5bd120cd5396d06ee013ddcf1f056ef 2717

B0002 1cfd06f065867940373847fc01fa73e8dc6651e392978a98d6bc127602642209 205

B0003 28957290fd0b91de295001694ae5b8e114a1d823956446fda1de7bf71a685c87 484

B0004 2b350905a51c3a735427492c6c09c8bab738d35ca0ea891f47d028d22262f2ab 1101

B0005 2daf5fe535813c003bef54a054f4e8ab8d0aa89302a27682d62b15d207a8a969 380

B0006 3143e50632f1d9fc4498add15369661a4b51a1340040fed71fe2bd028106d89d 615

B0007 356cdc5953d9076014c257023cd496e9a694d86de6532a4f48b89a21bfc60c7f 297

B0008 3a77024e31f27d548db14de47ef93a021c5ddae623ca5cee0c99ee13fb9bd2e6 180

B0009 436a75b07462a5fe311d19d670f2e76b9878d2507fb11f1f9230cd5a25fa2391 382

B0010 446a6087825fa73eadb045e5a2e9e2adf7df241b571228187728191d961dda1f 167

B0011 49b17148688d618bcccf8ccfb1911d493503f32b43b06fc9a27dae8000dea117 1079

B0012 4cb414b8a0a271c48d179dd0fab2a3497c46f5a413e0b22c347ded3057e51e74 227

B0013 4cc1ed85557d8d14a6911114304602c1f1db83eea793bd2b1f67efe672347c37 68

B0014 4f251146647e80a5716f4b4b9ad74b04f6828d3f91b90b29968afd1ab50c3011 1079

B0015 54fadf4488cf472eadb6fb36e1d672293420093554c76f6cde301a4183ef400d 35209

B0016 5c4358819dc52c51e7947cb2e67d23e9a8a9a97c9fc4c582147d0242cc339e3b 245

B0017 5fdef71145dce8dde3acacc001767966e0cbb3d7173ea30048a0809032630530 187

B0018 63d4e5f630a87cc4109fe286352b15596728b48c7b2c7dca31220f1c963c7a51 156

B0019 70384e682259e4718f45b55c6baff80542ea6475bce31a5c34795ca219ebebb2 228

B0020 7230241efc563fe8198b2590999ce931d15182acf4f51a8e0b03b98ff31941c0 1051

B0021 7262d8bc95153155983271da25b2504dabb565c155fb34277f284f05e42d3fd4 386

B0022 7389d293a8d517a26a96cab9682dd644fdd92eedfaa861d689afdaa4eb4fd40e 153

B0023 74b91b5ddf6ff774ffb4f538ca2b82f7f1315706b7dfce2c9897a31bbe68932a 137

B0024 7e38e3494fb7d59310993252901f14eb1d43b41bde04ead8a16d841eb3376085 1071

B0025 7fd6f5c2cebca3fbe74ec0ea4f1b0a78b7b34a5e63cf64e8bb46effc25378529 297

B0026 822e224691b95be8d929a419f993be33100110459c577f415db867e34e222c28 1133

B0027 851943466af5375e1686173646751d4dd531655db31cf8999c265ec25ed268cc 166

B0028 883b53af033076e55d3d325628926589a26550460db45b931f4bcf68dac2ed28 872

B0029 956bcd4935d55d7689ae9c9b444027636fef5274c62184b143cbfd56c3827469 386

B0030 a0e018c5d9394b070119bbdfccd6344e703e8950ca148ebfd135987a0c25b361 628

B0031 a66be29f4751d9be8c3ab1a74ba1c5c4d833f53039208fabe383355b3fb8c58d 372

B0032 ace5dc5b907a7170c646a183266d47d9089a97a26609c939b78a3505fd3dcb2f 193

B0033 b1a2348155107e06078cf5f1206ef66ab1808abebb8dced5a15512e8c311ffac 35209

B0034 b1a6a2d9663163ed1c839cb4663bfa1d7ccca0fb0433d2289db945b1054505c4 225

B0035 b9a30ea4dd9556240dcbce4638c2f54cc3ff329c8db86970bedb4c22a5361722 195

B0036 ba836b66821b831d86f261e67c3cb9a5563769871cadfdb63f94009078e5beda 174
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ID SHA-256 Bytes

B0037 bb91b31650b767d09394830a9157120ae79219b5764cfb9982f63f24292e7ac9 181

B0038 c176043f1b74fe5c92be842132586fb3f778f69c345722b79026b8fdbd399931 6007

B0039 c6218d6ea0f3fe9ce3dae79494ba1e52b295584a64b95ed135c2bb135fe78c90 230

B0040 ca17254e3dd144315d848b6f26564a97d88a31d90cc44f01f797a4dbfb92dbd5 695

B0041 d803e58280fed1aefeae7b65757cf6e718da6ff99db1489679d2d2ddd6e8cf32 177

B0042 ddf638a6509338f1d5bc0ab653bc428147f29cba08edc578950312b76da2e0b8 883

B0043 de4741eb24038425d9d753834c69585bd8e6c90a5a40f193fdd0f38c943ec667 372

B0044 e197f6d77e95fe61f63ae184731ef708be31f4e47c4135035b1bb934c89ec956 329

B0045 e4f5ea69152534084c760c454298c58c0893e7630e89610385bbd0a807fa2304 629

B0046 e7021d817a123f43f79481a85fbbd840ab0b1a8521704efebfc241eda0a7b953 1047

B0047 e78785c342896b41f231c02273f3c2d49aeaff9f9e8a131f965e1972744949b1 35209

B0048 e8f5f2dadd43f05890364d5587fbaa5b2c4848f9a43d8224ef12a60d6b84e400 339

B0049 ed5bcb2f9628c9e8c3a27810a1237d3e6e20ad3a06bedd89f15af5c0ffa50645 169

B0050 f3ee24da3bf801e0e78703d7c7d2c54f8e418651a800f844cd4defb95aa9a392 611

B0051 f4b77de02fc9798a977852243a7aabde965b7d46142d6a0c2ca2d432d4c368aa 201

B0052 ffb57bd6212819681933efd9cd93ad6950ed616230c8a1083ab32c46e691d78a 768

Redacted response fields

Record path Field Value

/evidence/2 Date Tue, 27 Oct 2026 00:10:06 GMT

/evidence/2 Content-Type text/plain; charset=utf-8

/evidence/2 Content-Length 2717

/evidence/2 Connection close

/evidence/2 x-frame-options DENY

/evidence/2 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=3EOV4MzSvLWa2DvTCcMjWrNE%2FMEG7KoSByXdS4qULnA5m3U

RKm15zfT5SDucncWMdIoPKDNkq6ZCGJiXstIcPbeYfeEN7m35Ho0vT

%2B%2B2OD%2Bl4xh2kmO%2BPTk%3D"}]}

/evidence/2 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/2 Access-Control-Allow-

Origin

*

/evidence/2 Cache-Control public, max-age=14400, must-revalidate

/evidence/2 ETag "20d488cc446ce49d6bb4e30abc7e8dc7"

/evidence/2 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/2 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/2 referrer-policy strict-origin-when-cross-origin

/evidence/2 x-content-type-options nosniff

/evidence/2 Strict-Transport-

Security

max-age=15768000; includeSubDomains
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Record path Field Value

/evidence/2 Server cloudflare

/evidence/2 Accept-Ranges bytes

/evidence/2 cf-cache-status REVALIDATED

/evidence/2 CF-RAY a50d79cbb96e32d6-TLL

/evidence/2 alt-svc h3=":443"; ma=86400

/evidence/3 Date Tue, 27 Oct 2026 00:10:07 GMT

/evidence/3 Content-Type text/html; charset=utf-8

/evidence/3 Transfer-Encoding chunked

/evidence/3 Connection close

/evidence/3 x-frame-options DENY

/evidence/3 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=7rTpbUCiinfpiKBSJWZlcJZ7j4Ydg5l0x5XZcR9hFfMbCk215Ar394Ou

zxPrRAPbANgf7JzFJT5f4uwhLbUsiNhRjQUZL5Y42nxqV5XHKxdd5MU0

%2FxhMED4%3D"}]}

/evidence/3 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/3 Access-Control-Allow-

Origin

*

/evidence/3 Cache-Control public, max-age=0, must-revalidate

/evidence/3 x-content-type-options nosniff

/evidence/3 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/3 cross-origin-opener-

policy

same-origin-allow-popups

/evidence/3 cross-origin-resource-

policy

same-site

/evidence/3 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/3 referrer-policy strict-origin-when-cross-origin

/evidence/3 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/3 Server cloudflare

/evidence/3 cf-cache-status DYNAMIC

/evidence/3 CF-RAY a50d79d1fd925007-TLL

/evidence/3 alt-svc h3=":443"; ma=86400

/evidence/4 Date Tue, 27 Oct 2026 00:10:07 GMT

/evidence/4 Content-Type text/html; charset=UTF-8

/evidence/4 Transfer-Encoding chunked

/evidence/4 Connection close

/evidence/4 Location https://oej.ee/robots.txt

/evidence/4 X-Content-Type-

Options

nosniff
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Record path Field Value

/evidence/4 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=92bw4I4HGyDE1z%2Fbqzj8TPaV8BrvIhSUTYRdQFjncxjR7gz3aY4u

gz94OLPVpAwXV5lxCFoqynTzXmjZEUpOj2zVREU91887TEaQMjgbcoz

fPvGl6KuHmqU%3D"}]}

/evidence/4 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/4 Server cloudflare

/evidence/4 CF-RAY a50d79d7db526386-TLL

/evidence/4 alt-svc h3=":443"; ma=86400

/evidence/5 Date Tue, 27 Oct 2026 00:10:08 GMT

/evidence/5 Content-Type text/html; charset=UTF-8

/evidence/5 Transfer-Encoding chunked

/evidence/5 Connection close

/evidence/5 Location https://oej.ee/

/evidence/5 X-Content-Type-

Options

nosniff

/evidence/5 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=x9%2BnW3viEGJF8VOf5ODShINTvpRskuTvkbHhoz9C4iXBppQsCra

j1SUbzM4DmKw6%2FhAlF3QaAF3lmvACJbyb7VOAxhxjGzmu%2FJTX

yZH2ekdONtrlA%2FMF5oo%3D"}]}

/evidence/5 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/5 Server cloudflare

/evidence/5 CF-RAY a50d79de1d12542a-TLL

/evidence/5 alt-svc h3=":443"; ma=86400

/evidence/6 Date Tue, 27 Oct 2026 00:10:10 GMT

/evidence/6 Content-Type text/plain; charset=utf-8

/evidence/6 Content-Length 137

/evidence/6 Connection close

/evidence/6 x-frame-options DENY

/evidence/6 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=M%2FbEjxGb2tAFUFQxhVJAuBnV6F2VbqYn648XcQFjO%2B5oY4lH

LPubxxpYiKS9x%2FJWdBnvpSlPL%2FiFLIxMbHpZO%2BXaFezK2ft54w

40INWOv0dMizTgv5o3KbM%3D"}]}

/evidence/6 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/6 Access-Control-Allow-

Origin

*

/evidence/6 Cache-Control public, max-age=3600

/evidence/6 ETag "3e1a3c57939c9688a4f38b40072d005a"

/evidence/6 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/6 cross-origin-opener-

policy

same-origin-allow-popups
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Record path Field Value

/evidence/6 cross-origin-resource-

policy

same-site

/evidence/6 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/6 referrer-policy strict-origin-when-cross-origin

/evidence/6 x-content-type-options nosniff

/evidence/6 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/6 Server cloudflare

/evidence/6 cf-cache-status DYNAMIC

/evidence/6 CF-RAY a50d79e4bd8c32d6-TLL

/evidence/6 alt-svc h3=":443"; ma=86400

/evidence/17 Date Tue, 27 Oct 2026 00:10:11 GMT

/evidence/17 Content-Type application/javascript

/evidence/17 Content-Length 227

/evidence/17 Connection close

/evidence/17 x-frame-options DENY

/evidence/17 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=0FGToX2AdSsVM0QpjoY22Kult%2Fh35dk4yJxS%2B4DnMs3gTrlAKr

fiO3OYuhT2HcyUbxIJHWUxZP%2F0WHRcL9RCw6lJq%2B0JfJOXfo01CX

jR%2Ble6x3qXKmt1D9A%3D"}]}

/evidence/17 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/17 Access-Control-Allow-

Origin

*

/evidence/17 Cache-Control public, max-age=14400, must-revalidate

/evidence/17 ETag "fa59624f2fe503920d267d66d7502f94"

/evidence/17 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/17 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/17 referrer-policy strict-origin-when-cross-origin

/evidence/17 x-content-type-options nosniff

/evidence/17 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/17 Server cloudflare

/evidence/17 Accept-Ranges bytes

/evidence/17 cf-cache-status REVALIDATED

/evidence/17 CF-RAY a50d79eb6b371e1b-TLL

/evidence/17 alt-svc h3=":443"; ma=86400

/evidence/18 Date Tue, 27 Oct 2026 00:10:12 GMT

/evidence/18 Content-Type application/javascript

/evidence/18 Content-Length 6007
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Record path Field Value

/evidence/18 Connection close

/evidence/18 x-frame-options DENY

/evidence/18 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=oS21nr3IRYJgBcinT01ermqrT9GY2443VSZWVuM6KNqaeiXYJTXsXh

Ncl5D1Q44zG1krYPa85VohSxUKFgdA2s1T22QwQJ0EiAmQoXA47eqo

24IaSXmm610%3D"}]}

/evidence/18 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/18 Access-Control-Allow-

Origin

*

/evidence/18 Cache-Control public, max-age=14400, must-revalidate

/evidence/18 ETag "98f1c757bdb43c13314d0327422b797e"

/evidence/18 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/18 cross-origin-opener-

policy

same-origin-allow-popups

/evidence/18 cross-origin-resource-

policy

same-site

/evidence/18 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/18 referrer-policy strict-origin-when-cross-origin

/evidence/18 x-content-type-options nosniff

/evidence/18 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/18 Server cloudflare

/evidence/18 Accept-Ranges bytes

/evidence/18 cf-cache-status REVALIDATED

/evidence/18 CF-RAY a50d79f1aa33542c-TLL

/evidence/18 alt-svc h3=":443"; ma=86400

/evidence/19 Date Tue, 27 Oct 2026 00:10:13 GMT

/evidence/19 Content-Type text/html; charset=utf-8

/evidence/19 Transfer-Encoding chunked

/evidence/19 Connection close

/evidence/19 x-frame-options DENY

/evidence/19 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=lp1%2FJjkKc8BrmX9pBwgoMbe4v6Zr%2BIG0Iuky73L9TH%2BOctd

1kbzDs49iAYnmMMig3mrQ1TzIaQocDTPMz6cxmyMqvCcmO%2BF3lI

ejR%2FXGv6omB4n4gB6eyOo%3D"}]}

/evidence/19 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/19 Access-Control-Allow-

Origin

*

/evidence/19 Cache-Control public, max-age=0, must-revalidate

/evidence/19 x-content-type-options nosniff
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Record path Field Value

/evidence/19 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/19 cross-origin-opener-

policy

same-origin-allow-popups

/evidence/19 cross-origin-resource-

policy

same-site

/evidence/19 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/19 referrer-policy strict-origin-when-cross-origin

/evidence/19 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/19 Server cloudflare

/evidence/19 cf-cache-status DYNAMIC

/evidence/19 CF-RAY a50d79f7ab379e92-TLL

/evidence/19 alt-svc h3=":443"; ma=86400

/evidence/20 Date Tue, 27 Oct 2026 00:10:14 GMT

/evidence/20 Content-Type text/html; charset=utf-8

/evidence/20 Transfer-Encoding chunked

/evidence/20 Connection close

/evidence/20 x-frame-options DENY

/evidence/20 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=sYOQNBdgi%2FcFxzex6mOmn1oqVVIpgW7eCRxSk4z2YWdpfXpaZ

FNl%2BC0TB6Ai8hx8aA2fiBnFO39dvWk%2Fq%2FYACMz2EYvNBBj%

2BrO9fnSBGsjeoe5bEo0kvtR8%3D"}]}

/evidence/20 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/20 Access-Control-Allow-

Origin

*

/evidence/20 Cache-Control public, max-age=0, must-revalidate

/evidence/20 x-content-type-options nosniff

/evidence/20 content-security-policy frame-ancestors 'none'; object-src 'none'; base-uri 'self'

/evidence/20 cross-origin-opener-

policy

same-origin-allow-popups

/evidence/20 cross-origin-resource-

policy

same-site

/evidence/20 permissions-policy camera=(), microphone=(), geolocation=(), payment=(), usb=()

/evidence/20 referrer-policy strict-origin-when-cross-origin

/evidence/20 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/20 Server cloudflare

/evidence/20 cf-cache-status DYNAMIC

/evidence/20 CF-RAY a50d79fe2e3fb1ed-TLL

/evidence/20 alt-svc h3=":443"; ma=86400

/evidence/23 Date Tue, 27 Oct 2026 00:10:14 GMT
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Record path Field Value

/evidence/23 Content-Type text/html

/evidence/23 Transfer-Encoding chunked

/evidence/23 Connection close

/evidence/23 Server cloudflare

/evidence/23 Cache-Control max-age=14400

/evidence/23 cf-cache-status EXPIRED

/evidence/23 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/23 X-Content-Type-

Options

nosniff

/evidence/23 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=cY1mteRettlPUV3FYQx3JSftix3ivNTC2zuUoUBsuSd4XENi0Agr5923

%2BrIweRr4vbmAJKvB96K%2FWRBIVlti8TFVNzeNnQiF2gvcJL74%2F7

KpnOWQmr%2FTArcD1hvkNczfkQ%3D%3D"}]}

/evidence/23 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/23 CF-RAY a50d7a001b7e5c27-TLL

/evidence/23 alt-svc h3=":443"; ma=86400

/evidence/24 Date Tue, 27 Oct 2026 00:10:15 GMT

/evidence/24 Content-Type text/plain

/evidence/24 Content-Length 68

/evidence/24 Connection close

/evidence/24 Accept-Ranges bytes

/evidence/24 Cache-Control max-age=300

/evidence/24 etag "6adb551b-44"

/evidence/24 last-modified Fri, 23 Oct 2026 12:37:47 GMT

/evidence/24 Server cloudflare

/evidence/24 cf-cache-status DYNAMIC

/evidence/24 Nel {"report_to":"cf-nel","success_fraction":0.0,"max_age":604800}

/evidence/24 Strict-Transport-

Security

max-age=15768000; includeSubDomains

/evidence/24 X-Content-Type-

Options

nosniff

/evidence/24 Report-To {"group":"cf-nel","max_age":604800,"endpoints":

[{"url":"https://a.nel.cloudflare.com/report/v4?

s=pPyk41QSKWmVOxW43m8UbucEWtkytQgyJsojqNvON%2FlMy2Rj

QcR5LKBuUjXHA%2BzUg7OPzSItxJWHgRrZ40ZiDzIjJVl8VsgwlRgajSX

h0%2Fc2%2BFClwhcq59kaJxMQ7Xt8NQ%3D%3D"}]}

/evidence/24 CF-RAY a50d7a065cc0c7ef-TLL

/evidence/24 alt-svc h3=":443"; ma=86400
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Failures, exclusions and limitations

Examined: 1 HTTP 200 root response URL(s); 11 target HTTP transactions (including constrained TLS repeats);

22 DNS operations. Static declarations only; zero site-script executions. Named checks are not independent

pages. Linked public-code sample: 2 eligible files sampled; 0 unavailable or not sampled.

To resolve these unknowns, ask the domain administrator for an independent DNSSEC check and the

hosting provider to verify allowed TLS versions. Ask the website manager to review browser behavior

before consent and the libraries actually in use. Login and access-control testing needs a separately

agreed scope and authorization; this report does not perform it.

budget

browser_loads: 0; bytes_total: 139046; resolver_queries: 22; seconds: 10; target_requests: 11

skipped

—

linked_javascript

enabled: yes; declared_eligible: 2; sampled: 2; rejected_responses: 0; not_sampled: 0; unavailable: 0;

failure_events: 0; reason_count_basis: events, not disjoint URL totals; sampled + unavailable =

declared_eligible; declared: 2; excluded: 0; reference_limit: no

not_tested

Bounded root HTTP/HTTPS, per-origin robots with at most five in-scope redirects, security.txt; modern

TLS 1.2/1.3 offers only; DNS SPF dependencies (8 nodes), CAA ancestry/aliases (6 nodes), DNSSEC

resolver signals, explicit DKIM selectors or, without them, at most 8 commonly used selector names,

and mail policy indicators. MTA-STS named policy endpoint only when advertised. No external script

fetch, execution, login or exploitation. R1 also reads at most four exact same-origin homepage-

declared query-free .js/.mjs URLs, with redirects only among that declared sample. No imports,

source maps, execution or external credential validation.

Original capture and current assessment identity

schema

oej-public-security-report-v2

scan_id

scn-native-6b551c69e2a6372c9b857b2c

manifest_sha256

afcba1749ee38bdb9a7628c62a776e8b2e46d5c6dfc9e6e2f054c9449ba9772c

collector_provenance

git: c4041fed949b9a487be769f7355c926e9fcf573f; lock_sha256:

f69bcc7d8a2bc5860c9ff19fd69662b873cc167ef003e5b6906403b191608bbd; name: oej-collect; tag:

local-native-test; ua: OEJ-Valisvaatlus/1.0 (+https://oej.ee/valisvaatlus); version: public-security-v2

source_provenance

catalogue/public-surface-v1.json:

26353a86819da3f4b29915a0425690494bde70be831984700f4ee0b79422ca8b; catalogue/security-

public-v2.json: 42d88b8af0644e356054b654a5477ac14ca578494f004d42864b5d24943f412b;

worker/oej_capture/homepage_parent.py:

9b0aae5d738175f06e38b5d27656d3c092cf014e8e812c1636dc66b3a4cdae8b;

worker/oej_capture/key_classification.py:

cb93a7d4d2e5a89f4af346a201ecba1d03847bc534a22ae535078a52915654ca;

worker/oej_capture/linked_code_report.py:

ea2c5c0b607174a18816e8b1b3849322a82214dee6cef118e0d1f38195335120;

worker/oej_capture/linked_outcomes.py:

e0f4992c40050323e8d71fe512e6d81479afd2a3a0e441f189cc50e62c1cc301;

worker/oej_capture/passive_report.py:
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7295a795c17696bf138fe9b5593d0e82173fc480acfcdd775911c5597a6e09db;

worker/oej_capture/presentation.py:

d309250c195e9de1f952019483acb4b5cb8bf7691a15d03a5867a2191dde2a69;

worker/oej_capture/public_surface.py:

482725004e6ded723466c9a9506ac3d083fc8dec82b44ddfd55dba04559a297f;

worker/oej_capture/security_report.py:

0f6188024401c7686d02103ff961791c6a71b0e2a9a183585e041d3787ab41c0;

worker/oej_capture/security_rules.py:

00904b7440369c4ea090799d5dd4555fca67bddc5ff830b22d1591cad6ec192f;

worker/oej_collect/linked_scripts.py:

5e5f2ac6b2384ec9a170fc12dcedb5750ca8b8aaa199bc487f9b7f10330e4a0f;

worker/oej_collect/probes/http.py:

04ca13d0e583ddeb9836df4c24555cc612b25695d26def2006bcd39be030ba79;

worker/oej_collect/security_v2.py:

509f20d5c1b14e7784d4c29fe616f07300b5476c059e295bac4d9ecdb395d9a1;

worker/oej_collect/taint.py:

570fafbe65b3a7cd9ce8faf97bfc3411d3e92dbcdefed901c785115b9dfcba52

derived_rule_provenance

version: static-public-surface-v1; new_requests: 0; sources: worker/oej_capture/public_surface.py:

482725004e6ded723466c9a9506ac3d083fc8dec82b44ddfd55dba04559a297f; catalogue/public-

surface-v1.json: 26353a86819da3f4b29915a0425690494bde70be831984700f4ee0b79422ca8b;

meaning: Current derived rules on original verified bytes; not a new observation or a rewrite of the

historical catalogue.

customer_value_provenance

version: customer-value-v2; new_requests: 0; sources: header_policy.py:

6af8906a5e2a4a9f12f88a911b45a85608b4c8f5a51d13f00197246c9376ed4d; customer_actions.py:

aa95395115e5709b9806d20ee14d726f197475fea5aeb57115c0964e69a5b419; security_report.py:

0f6188024401c7686d02103ff961791c6a71b0e2a9a183585e041d3787ab41c0; security_rules.py:

00904b7440369c4ea090799d5dd4555fca67bddc5ff830b22d1591cad6ec192f; key_classification.py:

cb93a7d4d2e5a89f4af346a201ecba1d03847bc534a22ae535078a52915654ca;

linked_code_report.py:

ea2c5c0b607174a18816e8b1b3849322a82214dee6cef118e0d1f38195335120;

homepage_parent.py: 9b0aae5d738175f06e38b5d27656d3c092cf014e8e812c1636dc66b3a4cdae8b;

linked_outcomes.py: e0f4992c40050323e8d71fe512e6d81479afd2a3a0e441f189cc50e62c1cc301;

presentation.py: d309250c195e9de1f952019483acb4b5cb8bf7691a15d03a5867a2191dde2a69;

passive_report.py: 7295a795c17696bf138fe9b5593d0e82173fc480acfcdd775911c5597a6e09db;

captured_depth.py: f68f711e5cd38f44002977bc10fb4113029ac6277b1c081914ee442db31f1677;

disclosure_advice.py: 69667b5197326da8a5eb1ee6ec0af413deae29f2842a72c6b7889bad357cde8b;

collection_contract.py: 4016570a2a495e5064343f6b54cbc699217afe4a2f0caca0d3905c141e25ca18;

meaning: Current derived policy assessments and owner advice; original observation identities are

unchanged.

export_presentation

schema: oej-export-presentation-v1; policy: credential-header-url-and-csp-nonce-values-v2;

original_report_schema: oej-public-security-report-v2; original_report_sha256:

2a033412cec1f7174d7171d08df1d748dc0252e49cd9e08765660b8114939511; original_evidence:

private; unchanged signed capture; not included; source_hashes: manifest and blob hashes refer to

original capture bytes, not this redacted presentation; bitwise_identical_to_original: no;

applied_fields: /authorization; scope: Cookie/credential header values, recognized credential URL

parameters and CSP/HTML nonce values including known copies; not general PII or screenshot

review; nonce_policy: Public per-response nonce values are withheld for sharing; no credential reuse

or exploit inference; CSP structure retained
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security_collection_policy

policy_id: standing-public-security-r1-v4; policy_sha256:

1545898af49a35868abe9d3ada4a7ecc5a6f74db4bb154fe4c9bd79a7cba02ad; basis:

versioned_security_policy_reference_not_historical_config_snapshot; limits: target_requests_max: 40;

scan_seconds_max: 90; scan_bytes_max: 10485760; response_bytes_max: 2097152;

per_host_rate_per_s: 1; per_host_concurrency: 1; browser_loads_max: 0; used: browser_loads: 0;

bytes_total: 139046; resolver_queries: 22; seconds: 10; target_requests: 11;

combined_requests_used: 33; historical_runtime_config: not_retained; admission_crawl_profile:

not_applicable_to_security; accounting: Combined target HTTP + resolver requests. HTTP plaintext

includes framing/partial reads, excludes TCP/TLS overhead and request bytes.; time_comparison:

collection ceiling; elapsed can include post-abort cleanup; counter_check:

within_recorded_request_byte_browser_ceilings

evidence_depth_provenance

version: captured-evidence-depth-v1; new_requests: 0; observation_identity:

afcba1749ee38bdb9a7628c62a776e8b2e46d5c6dfc9e6e2f054c9449ba9772c

consent

mode: security; terms_version: oej-customer-disclosures-20261025-v3; scope_sha256:

61eb2e16178261fe53b05d7968016bf68df50d2fd6e2ccd77a13404f7cba0a96; crawl_profile: id:

standard; version: oej-marketing-crawl-v2; limits: pages: 20; sitemaps: 4; discovered_urls: 2000;

assets: 24; rendered_documents: 2; render_route_requests: 100; render_seconds: 35;

target_requests_max: 64; resolver_queries_max: 8; browser_loads_max: 2; scan_seconds_max: 180;

scan_bytes_max: 12582912; response_bytes_max: 2097152; per_host_rate_per_s: 1;

per_host_concurrency: 1; sha256:

7420cae8be3cd082a66e98bc45a3c74058602edf6b25580f8fa257ec25819d9b;

robots_override_requested: no; collection_mode: disabled; accepted_at: 2026-10-

27T00:10:05.028649+00:00; challenge_issued_at: 1793059803.8088222;

consent_challenge_sha256:

903ff50da97b3e272bd5be13ce82a02f635d20fb054b0b2a901a7702ad1147cb; job_id:

b30976fb6381145ac2d5f353ecb52d77; authority_asserted: yes; terms_accepted: yes;

consent_method: start_notice; use_case: owner; notice_sha256:

f144f4771058ee87c0959e815f8c4528745cc87f50f1f940196df07be3af5124;

technical_ownership_proof: no; robots_override_authorized: no; launch_approval: no; mapping:

requested_input: https://oej.ee/; host: oej.ee; normalized_host: oej.ee; registrable_domain: oej.ee;

url: https://oej.ee/; homepage: https://oej.ee/; normalization_notice_code: scheme_defaulted;

mapping: Literal URL validated before normalization; path/query/fragment stripped to safe

homepage, raw input never persisted; url: https://oej.ee/

Original evidence is kept privately; hashes refer to it. Source hashes identify private originals; current

assessments are recomputed from those dated bytes.

Sharing copy: credential and CSP nonce values are redacted. Original evidence is kept privately. Source hashes

refer to the original bytes, not this sharing copy.
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